UCD Centre for Cybersecurity &
Cybercrime Investigation

Centre of Excellence Case Study




Philosophy

To assist Law Enforcement in the fight against cybercrime
through the delivery of real solutions to real problems
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Mechanisms

 European Cybercrime Training & Education Group - ECTEG
e EU Funding— DG HOME
* Research Services

* Training/Education
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How

Self Funded Unit
Funding & Partnership

Forensic Traces outside the Internet

What Information is available putside she Internet?
+ Remote IP: 80.132.49.244

+ Remote Hostname: p508431F4. dip0.t-ipconnect.de
+ Remote Port: 1134

« Your Browser: mozilla/4.0 (compatible; MSIE 6.0; Win¢
NavFourf; NET CLR 1.1.4322; InfoPath.1; FOM; .NEL

« Web page you came from: http://wvivi.cof

* What Ym' browser accepts: image/gif,
anpl pi :

jpeg, application/x-shockwave-
ication/vnd. ms-powerpoint, applicati

* Screen resolution
many others!!
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Example — Centre of Excellence

* 3 vyear project
e €3.9 million

e Over 30 activities — training, software development,
research
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Example - FREETOOL

 Funded by DGHOME
* 2 Years
* Develop Free or Low Cost Forensic Tools for LE

* LE partners from Germany, UK, Netherlands, Belgium,
Estonia, Spain, Romania, Finland, Norway, Luxembourg,
Greece, Switzerland

* Project managed by UCD

Themes:
Forensic Process Management
Artifact Analysis
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Live Data Forensics

Enhanced Previewing for Forensics




Questions

Cheryl Baker
UCD Centre for Cybersecurity & Cybercrime Investigation

cheryl.baker@ucd.ie
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